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(54) AUTHENTICATION SYSTEM, SERVICE PROVIDING SYSTEM AND AUTHENTICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an authentication 
system, a service providing system and an authentication server 
that can enhance the security when the server authenticates a 
portable information terminal. 

SOLUTION: The server 8 authenticates the portable information 
terminal 1 on the basis of position information received from the 
portable information terminal 1 and provides an on-line business 
transaction service to the portable information terminal 1 on the 
condition that the authentication result is correct. A possessor 
of the portable Information terminal 1 register's as an area 
providing a correct authentication result, its own home and its 
working place or the like. Even when the portable information 
terminal 1 is missing or stolen by a 3rd party, so long as the 
portable information terminal 1 stays in an area providing a 
negative authentication result, the provision of the on-line 
business transaction service from the server 8 to the portable 
information terminal 1 can be avoided so as to avoid illegal use of 
the on-line business transaction service. 
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<tr sii*«5 iBig©^-!?--^^. 

[^?9©»ffl&Sil8] 

[000 n 

10 10 0 0 2} 

1>— ^'?3&s«^$l8a*K:*H.-c3f}£©-9— 
^, X A 3&5ft 3 n r l » 2) . 

[0 00 3} tc5-r. V'-^-itfitrnmim^icMLx 
>r>ffiB{?i-!J--ex*ii«-rs©*s-«5Wc*s. c© 

;ttflSI^©iK^©iffl^to•^^■*>6ilS^.'^•X7- h'^mi^i, 
nj#6-c*S<tt»^1±S±. ^tt«?«*©frW#*5^^ 

30 -yxtm^mmifi^m^in. sg##^^^•x•7-F3&s 
$ nr u $ ^ i c ^ ^ pgs*** -5 . 

[ 0 0 0 4 } 1f->'-{*s«^1t#fi^CcitL/r{^;i 
«f— •rA-i'rticruj^ F7>©j<^a.-ft«. TF 

^i'S^a >©l§igtf^^cn*3>iJ-- F©P§(lltt$SJ5:<!:' 
©i&®©ff #g©iBM* > ^ > k: <fc o r j|3^-r > 

sfc©©. sa©tta*iBfrr4ftf8i2ft«. 0*0. 

r^n/£:iyT«:g-5Aii^«:»orEftor4>. 
(000 5} *:^HJ«. ±IBbfc^t»(clii;5>r;^d:3n/£: 

50 fc©-c*o. SI ©em. g!aE-9--''^wa&ffi*?:S 
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7Hi7--7J^-- i'rtJCTSaotf ?8<DB2fi*^> 5 > 

igaE•^^■--'^•?rffitt•r s c itc*^. 

[0006] 

i^>^7-A«:j:ntf> ^ati*g*K:*5i,»r. iastg«Kff^ 

[000 7] Ltc*ir,X. ^m^^^m£-r ^iCf^LX 

iBB**i5 i ft * X >; T{ct;«(iS^3&s[4a U 4KB 0 

T-( i:lSlt>iCttfi-C^i. 30 
[0 008] »*B2 (ciB*SOfcif- tf;^ffi#o>;^7^A 
fcj:n«> igiiE•!t•->'^•^cte^,^-c. fi[gtS#^iE^ia*5tii 

[0009] 0/c*i-5-C. i^S&S5S{C^O-C0«;i{SSm 
f I 3h > 5 > cc J: o m^l-r 4 > ^ 1-9— 

^m*iiE i -S X «; T i L -r g ^-^ifc^^t i'© 
«3ia.5Ci*[Hlig-r^C<!:*s-e#. ^>^-(>msi.^\ 
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[ 0 0 1 0 ] $/t. i^i6^*«cs* o-cm«^— 

ii?Stt^^l.^»3>lJ-- h©igSI«^!^t <!:'©&«©«« 

©ie«* 3f > ^ > tc J: o rn^^-r ^. > 7 >m«E 
■r u;^ h 7 >©y X ^ -nm^mm-r^m 

^aEifem*SiEi^cSx'JTiL'-C«^AtfU 
;^ F 7 >©sa4l2iiEt^-''^*«:sfl^b rfc < c i tc J: -5 
-c. h5>©s2tce4A«^. -3**). ^^u;^ 

h 7 >-CA*-r ■5nI6fett*^JtS5fi<JlSC^AlS^©i5>K:>fef U 

ru;^ h5>©^xa-tt«*i2^-r-sc<i:3!»s-ctr. c 
©J: ^«:«f8^AJS^©fiS«:iS.i;rja^fifj{cffifir 4 

[00 11] f»*iS3K:isi8L/ci^--e;^ffi^i^;^-f-A 

■7- KA:^*S*«A:^jLfc/<;^'7- K*SaEi>--/<K:ai 

K:«-:>i»t:i^8(i^«rl2aEL. >'^•;^'7- ^-SiE#l9:*S''^■ 
$>i>ct=S:^tLX. i^«jffi*K:>ttur^^©-9--tr 

[0012] b/c*s-3r. ^n^M^iiiLxm^\tmL 

iem*«iEi«c*xyT{c<aau-cc^^c< ife. >'^•;^"7- 
K*iE5t«:A:^-r -S Cite J: ->r. 
- ;^ ^) C i Ai-C|t 

[0013] ii*314{CiB*gl/fcg!ffi-!*-->'<{Cj:n«. 
[0014] L.fc*i-^r. ±f5lyfciS*:S 1 (CIBigL/c 

^>©<bl^«©^'pfflJ!SIm^:^f5c<b*<•c#. ■rtj:t>*>. ^ 

C <»: {c J: o iS«:i^Sii^^©§fW^AS^a6«*?:il95^ 

|giiE*g**iS<!:^C'5.x';T«:i^ttS^A5esLrci 
•SffiOfJ. ^8ij^©li!iE3!iiJK;«i^c^.i^--e';^*^^8ti 
i^icmuxm^.$ti?>ct=s:mMr^ctifivft. -fe 

[0015] fSjKB5 K:iBtgL/cSiE•9■->'^•«:J;ta«. 
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[0 0 16] Lfc*«o-C. ±iBL/cft:^^2K:fB«SLyt 
Kes^tc^t m tiSlX? I * * > ^ > tc J: o TII3B 

[0017) l«*316 «:IBi£L./t^-tf->'<CC itltf , 

- K*''^•;< '7- Ksm#g:*sSM-r2> i. ^-N-;^ FS. 

[0 0 18] Ltcifir>X. ±ffllx?fcB»*3S3{CfB«bfc 
[0019] 

a!iI1>-->'<=l:«?a^{3r^B!l!tiM-f'iiE#^tt^j:i'A5t® 

[ 0 0 2 0 ] @ 1 {ctet^r . m^mw^ 1 ». -^-f 

n3>f a-i»*S(*«!:L/r!a:SCPU (central Proc 
essinq Unit ) 2K. GPS (Global Ftositioninq Sys 
tern) iiK4g|J3 (*^?«-Cl,» ^{4gtt$fiK^^e) > il 
^g|54 (*^?9-CI,»^{4gtffiajll(i#S. ^^•^7-Kj|| 
g#e> . aifPg^S (*l6WC(,»^v<;^"7- KA:^»# 

(002 1 ] GPsaijfiispatt. GPsmmi^^h^m so 
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roj - rgj © f^^i +-:fti'©sa©+ 

[0022] ji<lSP4 tt. ^■r^►•t^■-''^•8 <b<DFat?ji 
y-K4*giWl/fc r7<;^r7-K«^J ?:1f--'^'8tcjil{i 

D) ^:^>^gffi$tlrc»s, 

[0 0 2 3] -y— '^•8«. v-f 4;a3>t*-3f«:i«: 

io-r^c?,cpu9, jimseio (*^?§-ci>5figtt 
SB 1 1 . 7 - Fiattsp 1 2 . immms.Mm i 

3 (^^B^-Ct^-^figlt^fiiSliE^lg) . ^<X>7-FigSE 
SB 14 (*^.3-ct,»^>'N-;^C7- FfgiE^©) tthlfv:^ 
-t;:^:/nd/^AfamS|Jl 5*sS^i^3n-r«fiK$iart,» 

[0024] ji<iSB 1 0 «. ±iHb/c«^tt?R^* 1 i 

ESP 1 3 iHtSB 1 0*i«^1f $g«* 1 3!»^P.$^L//c 
rfiigitffifi-^j K:«iW3nrc»itlgt»«i, l^a 
stft^iBitSB 1 1 (c^ 6>}!i' t;d(>fBit$ ntri^'SSii^g 

^#sffi*i«:^>iEL> mmmm^^cPMQ <,c&:h-r 

^ - FfSSESB 1 4 ji«SlJ 1 0 *s«^1f|g^ 
^iJ&^^S^l/fc r-»<;^>7-F«^J tCftSftStlTt^S 
f^XV- Fi. FIBttSBl 2{C*P,*ii;«) 

laigSn-Cli-Sl^-'fX'?- F<!:?&i:tt!J-r.SCi«:J:r> 

■c. ^>';^'7-K{c«^i>r«r^tt«^5Si*a!aEi.. ® 

mm^^ C P U 9 {Cto;^^^. 
[0 02 5] Sfc. X7"a^7AiBttSBl 5«. 

^mmti>. iS8. c©is^. gffliitgift«*$a:o*sfls/>- 

[0 02 6] ±fBL./c<#^(D{^ffl«:oi»t:. S2 

r*j»3. S3«. 1^--'<8 3Wf ^*!l®rtS=&7a-?^ + 
-FiL/r^L-Cti-5, 



(0 02 7] S-r. «^$g^*l CCfct^r. CPU 2 

«. m^\m4 (a) ic^-rj:^f3i^-ii:^%miR-ri> 

[0 02 8] a!l{4-9---'N'8{c*Jt,»-C. CPU9«. «^ 

fci^r FYEsj iw^L. &smm.<mm^m^n 

[0 02 9] «^#R^*l«:*3lir. CPU2«. 1f 

C44«iarSt. ;^f-'^:/S2{C*jl,»r TYESJ i 
L . GPS idflrgU 3 (CSrjffi ;&^f fo-ii-c{ig1f ?g€rBX 

rfiiatt«^B-^j *ii«si54<pe.a!ifiit->'<8(csi«3 20 
(0 03 0] ^fw^•8^c*Jt,^r> CPU9«< a^f*$g 

i=fetfettJ-r-5<t. ;?l^9::^T3K:*J«,>r FYESj 

t>r«^tfl8ffi5Ki ^r^as-a- (.:^f'y:rT 4) . fig 
tt«K:»-:Ji,^/c^t»««*l®S[SEMI^©iES**iJ^ 30 

[0 03 1 ] C C-C. C P U 9 {iiStt#StcS-:J(,>fc 

r rVESj «b*iJ^L. SHi^»3i«iEr*SCi?r^-r 
rigaE*smiE(i#j ^rjHtSiJi o*>p.^ft$RS*i tc 
ilHts-e-s (;^7^5»-7'T6) . -e-or. CPU9«. c 

c^T-vzfTi) . ■t?--tfp;:7"Di'7AieisaJi 5 tela 
[0 032] c*T%si:fr. «^tS«4S5S 1 (cfct^r. 

CPU2«. 9]fi-!t->'-?8 3!pe> r^iEife:^iE«#j ^ffl 
«gl54*SSmL/cCi«:«mi-r^><t. Ctl^Ji^. :t>^ 

#t3t^-s>c<^:^^fts^e„ -eL/t:. cpu2«. 

-O^^ltJ— b';^*iS«3ti.2><b. m«S4 (b) 
tfX©JftS?:tf ^. 50 
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[0 03 3] asfc^-Ti-^ 

*«^#B^ 1 icmmL. m^mnm: i ». -f--^-? 
5r-9— M-sjciifrrs. if--'N'8«, m^n 
Dftffite^ nT (,» saskfitawfR i *itts^ 5 c i jc ct 

or. figt»fg«:«-3t,»r^t*^^^i*^6. IS 
[0 03 4] cn«:*tur. ■t^-^^*8«c*it,^r. cpu 

9W. fiat«BtC»-:3t^fc^aEfem*i5-C4>^t*iMT 
^<b. X7=-?.7*T5{CteC>r TNOJ iWSO. ISiEM 

0*>P,«^tf#B^^l CCM^S-tt (X^-:;7-T8) . v-n* 

1 03&»e«!^^5SiK:aim3#s (;^7^-.':^T 

9) „ 

[003 5] cn^swr. «^t«*s^* i fcfci^r. 

CPU2«. jUfirif- >'^•8*>6. r^ig|^5M#j 
^SB4J»JSftLfcC<!:«:«ltbr-5<!:. ^-/"i^i^h \ 

X •7 - Fs^ft-^j *ama54 L,/c*iS*>*«ia 

0 {;^7" f 7-S 7 ) . r^-;^ "7- FS*fi#J =&SML/ 
fcC:<i:'&«ia-r5i. 7.f-'j-:fSl\iC^\.^X rvESj 
ifflSb, m(iS4 (c) {c^-rJ:^^c>'-fXy-KO 

8) . -eu-c. CPU2«. ai<'PgB5«:-c-'<;^c;-F3&« 

rvESj tmnv. ?<t>^tifu^:^'y-Y^^mi^fc 

ry^•x 7 - Ymm *a<tsi54 6S'jfi■y■->'^•8 (c^iffi 

(;^7'u»:/S 10), 

[0 03 6] 1^->'^•8{c*il»r. CPU9«. if^$g 

«§5Sl*>6 r7^;^.7-F<i-^J *ii«Si51 Oj!)SS{it//c 
Ci^ftia-r-Si. X7^?:/T 1 OtCfeC^t: rvESj 
i*iJSL> >'^•X•7- FiSUSPl 4CC. ^«fg^^l3&> 

- F <!; . Sei^N-;?; V - FieitSB 1 2 {C& D«)f2tt 3 
HX\.^i>mm^^7.K>- F<i:<&]t®$-l±5C<!:tCj:ot:. 
-'^•X•7- FfC»^l,^r^t»$B^*l ^rfglESlf C^f 

s'^'Tl 1) . ^<;^'7-F{ca-5t,>}rc«^tt$B«8^i© 
SiBem©jE5**iJSr.5 vr^T 1 2 ) . 
[0 03 7] CC-C. CPU9«. K{CS-5l^ 

*JI,>-C rvESj <tWSb. ^aE^**5iEt?*-5Ci* 

\K.mm^^ C^ff :7'T 1 3) . ilBL-fcct^tciia 



9 

[0 03 8 J cn^rswt:. «^tt«^i«:*si»t:. 
cpu2». 9jfii»--A85!pe> rmmmiEmm 

tfL/ (;^f^i»::^S6) . -l^wOAi^sJ-^? lo 

[0 03 9] C<D<t^ii$OISl{Cior, @6«:^T<fc^ 

Hm^j *i»---'<8{c^-rs, -eu-c. •9---'<8«. 20 
g«-4Ci{cj:o-c. >'<;^'7-F«:«^i,>rii^tS«iS 

[0040] */c. ■t^->'^'8^C*Jl,i■C, CPU9{*> 
;^'7- F{C»-:3t^/c|giiEMm**S-C*5i*'JSr-5<!:. 
:^^'?^T 1 2tel,>r TNOJ SiBSm3!>SS 30 

i^»x. «^t»fR^5R 1 tcfci^r. CPU2». mii. 
ct^^m-r^t. mtf04 (d) fcm-r.t^^c-'^-;:^ 

F©A^*55^i^;^cc<J;^-riii®€r^^a56(C«^ 
SHfi (;^^-^r^s 12). 

CO 04 1 1 aL±icmmbfcj:^icmimmmicj:ti 

^*•t^-^^•8K:^U•c*}< c<i:{cj:or. ll^tS^^ 
* 1 ^19^ LfcK>m^ tJ^H^cc J: o r^^tt^^ i 
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>®1X? - fcrx*5Sffl3 iar L * ^ C i «:lliB-r * C 

[ 0 0 4 2 ] S fc. iagtt«{CSrJt>r^tS«^* 1 
*iSaEly/cigiEfem*iS-C*-S<!;^(C». -y-— '<8*5^ 

^|g«* l*>e>S^il//c^^•;^7- Ftcs-tJt^-c^tS 
«jfg* 1 «:SiE L . SaEfe*3&iiE-C* S C t <t L 

#». SaEfem*SiEi^cSx';TK:fi[gLrt>?C< t 

fc, a;^-?- F>&iE5SCCA*-r€>Ci{Cj:n)T. 

[0043] (»2 ©jliiOJf^/S) ^XK. *^?B©I?2 

•rs. 

[ 0 0 4 4 } ±fBLfc^ 1 mmm\t. •9■->'^• s *s^it 

1 (CMU TiSBX? i * 3i- > 7 > (c J: -p -C jl^T S 

:t > 7 11^- tfx sra«-r * i';^ ^j^icmm l 
tci><o-v$>?>ifi. cnK:*fi/-c, co^2SI;te«^«. n 

[0 04 5] 07{c*jt»-c. m^fmmm2 lit. m 

•r-SAJS^fc^a-rciiCjror. -f— ^-rs-i^JCAlS 

•r^A*i#3&jefwr*fe©-c. v^d/a3>t*-a»* 

i^<«:Ur^5:.5CPU2 2K:. G P S 8iJ[4g|5 2 3 

^itmmmm^m . Siimzbtjifyzj^icmTmze 

*iS^^n-C«fiK3tirt,»^, GPSa'JfiigP2 3«. G 

=S:m.m-r?>, jHiSP2 4«. f^j^f S-9-->'-<2 7<t©Fa 
r ilftlil^^StAt V. GPS ii'J&gP 2 3 L /c&g 

[0 04 6] •;»---'N'2 7{3:. 
^»<!:LTft5CPU2 8. ji^SS2 9 <2|s:^l§-Ct,»^ 

{asts«§{t*S) , ®^{agtf$fiisigsiJ3 0. esit 
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ttcJzo-C. fiig1f$S(c»-:Jt,^t:Sl^t»fRffi*2 
iEL. SEM**CPU2 8«:ai:^)f 

[0 04 7 ) sfc. -!^-fcrx:/a^/•7AS^f.a53 2«. lo 

■C«>-5, fSfc. 138 -CB. T^-v-'t-i^OXUT^rKiS 

[0 04 8 3 ST. ■!?-->'N'2 7«C*JCir. CPU 2 8 
«^t»affi5S2 1 3!p6 rffiS1f«<l-^J *a<tgP2 

tc. ^tffSS*2 i*^'=>^fib/c rfirgttfgm-^j (c 
tSJW 5 nr c ^ -5 (iglf $8 i . ifc^{4St«fSieiSgp 3 o tc 

*6*^Dii>iBtiSnri,^^.SIS{4gt»*8i^J:b«JS-l*^. 30 
cttcio-c. t5SteatcS-3t,»rl»^tS«ffi*2 1* 
{4SitlSK:»^i,>fcSl^m^*2 l©KiE 

[0 04 9] CCr. CPU2 8B. ^tt«Sg5S2 1 

it. •9--i^;^::^ay7AiStegl53 2{ciatg§4iTCiS 
X * -t9«SriB<fr S 3j- > ^ ^ >tt«K«1?-- 1 

cn?rst:fr. «^#g^* 2 i 

r. CPU2 2B. •t^->^•2 7*ie.U;^ h-7>©-rf-a 

nit. m^iciMB (a) K:7i^-r<fc^^tu;^ h7>©->< 

[0 0 5 0] ttc. CPU28B. «^IS^2 1 *i 
Th7i5'i^3>^B©S2 (ia8*fiSBlQ{CTn^-ri 

•JT) {c&gorc^-scitcrEor, ^ttisffi^2 i 

©SS8Sm*iiE-C*^)iflS-r-5<!:. ■9--trX7'ayv 50 
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AiBtf-gPS 2(CfBttSnri,i.5T h^i'i/a >©P?IIW 

^S?:i^^i■r^►fc^^)©-t^-t^;^:7•D^/7AJS:4eg|,o. 
^sg3S2 i«:*fu-cr h7i'S^3>©raSltg««:iB(l 

■r-5>:*->7-r>ts«iBft-9--ex^ii#t^^,, cn'&s 

W-C. ^tSfR^2 IJCfcl^-C. CPU2 2B. -y- 
M2 7*>6Th-7i^S'a>©iaj|ltt^*Effr-53i->^ 

2 6K:^^n3'i*^>. 

[005 1 ] sp>«:. CPU2 8B. mmmnmMz i 

h^isc©sa (08tfjefii^RtcT^n-rx>j 

T) tCffigl/TC^SCttClSD-C. «^«^2 1© 

IBItSPS 2(ClfittSnrt,i-5)3>1>-- h ©PISttfB^BS 
frr'5fc*©-9--Kr;^7*ay^A?:|a«jL-, ^tflRffi 

*2 Hcs*LT=i>-t^- h©pa>itt^*ie(i-r-5^>7 
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